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Icindekiler

* Vlan teknolojisi
- Vlan nedir? Nasil calisir?
* Kablosuz ag teknolojisi
— Kurulu olan sistem nasil calisiyor.
* Biraz ag bilgisi
- Port, paket nedir? (ICMP, TCP, UDP)
* Araclar:

- Basit komutlar.
* nslookup, traceroute

- Programlar
* nmap + nessus, tcpdump + windump + ethereal
* Ag Grubu ile iletisim
* Yararli Baglantilar
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Vian Nedir?

* Virtual LAN ;)

* Bir anahtar cihazdan birden ¢cok agin
omurgaya baglanmasini saglayan teknoloii.

* 802.1Q standarti

e Ornek:

- BIDB anahtar

interface GigabitEthernet1/0/1
switchport trunk encapsulation dot1q
switchport trunk allowed vlan 10,11,13,14,17,20,24,25,45,50,649
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Vian




Kablosuz AgQ:
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Kablosuz Ag Sorunlari;

* Cevrede olan baska bir yayinin kanalinin “ng2k”
yayinin kanali ile yakin olmasi

* MAC adresi olarak ethernet kartini mac adresi
verilmesi

* Bilgisayardaki kablosuz ag cihazi calistiriimamis
olmasi

* Bilgisayardaki kablosuz ag cihazina IP adresi
atanmis olmasi

* Ag koprusu kurulu olmasi

* Belgeler:

*http://www.bidb.odtu.edu.tr/index.php?go=ng&sub=kablosuz_ag_yayin_politikasi
*http://www.bidb.odtu.edu.tr/filesTR/ng/kablosuz_ag cozum_semasi.jpg
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| Ag bilgisi

- Liman, iskele :)
— Servisin verildigi kapi (http:80, https:443, remote
desktop:3389)
* Paket nedir? (ICMP, TCP, UDP)

- TCP --> Transmission Control Protocol
- UDP --> User Datagram Protocol
- |ICMP --> Internet Control Message Protocol

I * Port nedir?
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TCP

TCP el sikismasi TCP paketi

Client Server :

012345678901 2345678901234567089501

sy Source Pork Destination Port
nseq: : : : : : : : : : : : : ] ] ] ] ] ] ] ] ] ] ] ] ] ] ] ]
X Sequence Number
""j . Aeknowledgenent Number
'\53(1 ' i ! i i [ | i N i [ |
UIA|FIR|E|F
Sﬂn a??:ﬁt Reserved |R|c|s|s]¥|1 Windaw
A GIE|H|TIN|H
ac‘f-'l'y+1 - ..
e, S@q;_. Checkaum Urgent Pointer
[dara]ht]' —tttttt—t————t
< b Options Padding
N Data
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Basit Komutlar

ping
traceroute
nslookup
ipconfig (-all)
netstat (-a0)
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I Araclar

- tcpdump+windump+ethereal

* Port ve zayiflik tarama programlar
— NMmap+nessus

I * Paket dinleme programilari
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Tcpdump+Windump

* Tcpdump
- Unix igletim sistemlerinde var.
- Komut satirinda calisir.
- Agdaki paketleri ya da kaydedilmis paket trafigi
dosyasini izlemek amaciyla kullanilir
- Paketlerin baslik bilgilerini alir (istenirse tum
paketi de alir)
* Windump
- Windows igletim sistemlerinde calisiyor.
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Ethereal

* Unix ve MS Windows isletim sistemlerinde
calisir.

* Grafik arayuzu vardir.

* Filtreleme secenegi gelismistir.

* Agdaki paketleri ya da kaydedilmis paket

trafigi dosyasini izlemek amaciyla kullantilir.
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I Nmap

e Agdaki bilgisayarlarin acik portlarini, isletim
sistemlerini, kullandiklari sunucu programin
adini, vs bilgileri edinilmesini saglar.

I * Unix igletim sistemlerinde var.
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Nessus - 1

* Unix igletim sistemlerinde var.

* Agdaki bilgisayarlarin isletim sistemi,
Kullanilan servisler ve programlar kaynakl
aciklarin bulunmasin saglar. Bunlarin
cozumlerini de sunar.

e Grafik arayuz bulunmaktadir.
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Nessus - 2

* Taranacak aciklarin secilmesi
Messusd host Pluging ‘ Credentials ‘SCEH‘I Options ‘Target ‘ User ‘ Frefs. ‘ KB ‘ Credits

Flugin selection

Cenial of Senvice

= EF

Fedora Local Security Checks
Finger abuses

Firewalls

FreeB=0 Local Security Checks

FSain o ohell remntaly

3 2 @ H E § = p

Enable all Disable all Filter..,

r Enable dependencies at runtime _I=ilent dependencies
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Nessus - 3

* Port ve acik tarama

Scanning network from localhost

A=] Fortscan . | | Stop [
144 122816 Zhed<s |
=3 Fortscan | | Stop
144 122811 Chedcs |
=3 Foartscan ; | | Stop
144 122813 Ched<s |
=1 Portscan ! | | Stop
144 122.8.20 Ched<s | | |
A= Fortscan | | Stop
144 122.8 .26 Zhedks |
A=} Faortscan | | Stop
144 122.8.27 Ched<s |
=3 Fortscan | | Stop
144 122.2.231 Ched<s |
=3 Fortscan | | Stop
144 . 122.8.29 Zhedks |
=} Foartscan : | | Stop -
=top the whole test
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Nessus -4

* Nessus sonuclari:

Severity

Subnet 2| Port _ll:

Nessus "NG! Report

144,122, 105

@ microsoft-ds (445/tcp)

SYNopsis |

Arbitrary code can be executed on the remote host,

17/05/06

& Security Warning
¥ Security Mote

Cescription :
urity Haole
There iz a flaw in the Task Scheduler application which could allow a
remote attacker to executs code remotely. There are many attack vectors
for this flaw. An attacker, exploiting this flaw, would need to either

have the ability to connect to the target machine or be able to coerce a
local user to either install 2 job file or browse to a malicious website,

Solution :
hMicrosoft has released a set of patches for Windows 2000, XF and 2003 ;
bt microsoft.comdtechnet security/bulletindmsod-022 . mspx

Risk factor

Critical f CWES Base Score ;10
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Ag Grubu ile iletisim

* Yaptiklarimiz:

- Yerleske agindan cikan trafigi izliyoruz.

- Yerleske aginda IP-MAC adresi eslemelerini takip
ediyoruz.

- MAC adresine bagli erisim kisitlamasi yapiyoruz.

- P2P yapan |IP adreslerini belirliyoruz.

- Saldiri yapan, virus yayan ve saldiri yapilan |IP
adreslerini belirliyoruz.

* Yapmadiklarimiz:
- Port kisitlamasi yapmiyoruz (MS Network portlari
haric).
- IP-MAC eslesmesi i¢cin genel bir yapi kurmuyoruz.
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Yararh Baglantilar

* http://lines.metu.edu.tr

METU Campus Internet Connection
Status and Statistics

ULAKNET - (Ethernet - 100 Mbps)

-\J' Connection is up and running
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= Maksimum Girip: 158 Mbps Ortalama Girip: 116 Mbps Anlyk Girip: 139 Mbps
[ Maksimum Cykyp: 115 Mbps Ortalama Cykyp: 53 Mbps Anlyk Cykyp: 49 Mbhps
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Yararh Baglantilar

* http://monitor.metu.edu.tr

SNIPS (System & Network Integrated Polling Software)

Current view: Critical

Critical | Error | Warning | Info | Filter | Help I

Select a device name o update or troubleshoot it

Filter (CGI) Mode

# Status | Device Name Address Tﬁ:ﬁf:e Down At | Monitor | Updates

No devices to be displayed at this level!
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Yararh Baglantilar

* http://zeugma.cc.metu.edu.tr/mrtg/3750/

8. Bilgisayar-Muh. 10.37.50.71 Uplink [(Fort Detavlarini Goster)
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9. Cevre 10.37.50.60 Uplink (Port Detavlarini Goster)

9.2 M

4.6 M

Bitzs per Second

2.3 M 1iiBgiad gy R SR

= P H

o.M

14 15 15 =20 22 0 = 4 =] g 10 12 14 15 15 Z0

. Egitim-Kat-1 10.37.50.58 Uplink (Port Detavlarini Goster)
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17/05/06  Ag Topolojisi ve Ag Yazilimlar1 ODTU BIDB - A§ Grubu 21



I * BIDB sayfalari

- http://www.bidb.odtu.edu.tr/index.php?go=ng&sub=kablosuz_ag_yayin_politikasi
- http://www.bidb.odtu.edu.tr/filesTR/ng/kablosuz_ag_cozum_semasi.jpg

* Programlar:

- http://www.nessus.org

- http://www.insecure.org/nmap

- http://www.tcpdump.org

- http://www.winpcap.org/windump
- http://www.ethereal.com
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Sorular???
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Tesekkiirler
e-posta: cc-net@metu.edu.tr

17/05/06  Ag Topolojisi ve Ag Yazilimlar1 ODTU BIDB - A§ Grubu 24



